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UT Austin ::Defending @
 Scale …

UT Austin ::Environm
ent /

Threat Landscape

Autom
ate to Survive /

Thrive /
Innovate

Our Approach /
Data

Questions



Inspiration /
Depression

Tears for Fears :: M
ad W

orld (1982)



Our Environm
ent

Nuclear Reactor

Large Pow
er Plant / Facilities Infrastructure

4 M
useum

s

Num
erous Large Stadium

s
Space observatory

M
assive Public Netw

ork

Petaw
att Laser

17 Libraries

Leading Medical School

Num
erous Sensitive

Research Projects
13 Vessel Fleet



Our Environm
ent

1 Large Target





Threat landscape
So.. W

e attract all the bad guys…

•
18 M

illion attacks per day

•
Nation States w

ant our research / data
•

Organized Crim
inals w

ant our m
oney

•
Hacktivists w

ant to disrupt



2019 Attack Sources

2018

Roughly 66 Billion O
bserved 



Serving ::UT &
the State of Texas

195 distinct units / 85K users / 350K unique devices

1.5 M
DEVICES

15 other UT System
 institutions

Agencies / ISDs / Sm
all Colleges / M

unicipalities



Serving
:: the Planet

2,015
entities -7 continents- 205

countries
•

99%
 of all EDUs in top6 Carnegie Classes

•
100%

 of HBCUs & Tribal Colleges
•

Alm
ost every single education institution 

in Texas, state agencies, ISDs, etc.
•

50%
 of findings are now

 globalcam
puses

84,500
verified

vulnsreported to date



Serving ::Other Stuff
Penetration Testing across the country

Tool Developm
ent and Licensing

Forensic / Intelligence Agent for Law
 Enforcem

ent

Teaching / M
entoring / Research



W
etw

are ::W
e Defend It!

W
e’re a sm

all team
 by com

parison, but w
e do so m

uch!
-4

FTE @
 Incident Response / Reactive

-5
FTE

@
Risk M

anagem
ent / Proactive

-5
FTE

@
Tool Developm

ent

W
e leverage the heck out of autom

ation w
ith Panopticon

Ruthlessly attack m
undane / m

onotonous operations to 
free up our w

etw
are

for innovation and discovery



Sources ::Data w
e Autom

ate on
•

IDS
events

•
Splunk

events
•

Netflow
anom

alies
•

Zeek/Bro events
•

Inordinate Usage Activity
•

Authentication Portals / Building Access Logs
•

Vulnerabilityevents(CHOM
P)

•
Em

ailalerts
•

Em
ail from

 external parties



Threats ::Autom
ate to Survive

The
average

entitytakes 197
days to detect and respond

The average adversary takes 2 hours to com
prom

ise a 
system

 and establish a beach head

Position yourself to respond autom
atically to survive! 



Threats ::Rapid Average Response Tim
es

Average Breakout Tim
es by Nation State Adversary:

18m
in –

Russia
02hrs –

North Korea
04hrs –

China
05hrs -Iran

Average UT Austin Autom
ated Response Tim

es:
03 –

15 m
inutes



Autom
ate ::the Know

ns
Identify: detections you trust (com

prom
ises, violations, 

vulnerabilities) or processes that are loathed

Sources: IDS
sigs,FW

/Auth events, Splunk alerts, Zeek/Bro 
scripts, Vuln Scanners, Noisy external em

ails

Autom
ate: notification |incident creation |response actions

Value: don’t underestim
ate autom

ated vuln m
anagem

ent



Autom
ate ::Clear the Cruft



Autom
ate ::Save Your W

etw
are for Exotic Splats



UT ::Autom
ating the Know

ns
IOCs: ~ 500

unique autom
ations in place (spanning 

m
ultiple constituencies)

Policy Violations: 6
unique autom

ations in place

Vulns: 74
unique autom

ations in place (spanning m
ultiple 

custom
ergroups)



UT ::Autom
ated Actions M

ake the Difference
¿ Com

prom
ised

?
Users are autom

atically disabled
M

ACs / IPs are
autom

aticallyquarantined

¿ Recidivism
? 

Users are
autom

aticallydisabled and routed for adjudication

¿ Vulnerable
? 

System
s are

autom
aticallyquarantined depending on priority:

Im
m

ediately |5-daysout|30-daysout



Autom
ate ::Test your Theories

Develop: a testing process for your team
 to evaluate 

detections and build confidence in them

Confidence: add detections to autom
ated w

orkflow
s

M
onitor: m

ake sure you aren’t doing unintended harm
. 

Panopticon supports a partial autom
ation option for this.



Autom
ate ::Com

m
unicate your Intentions

Prioritize: create and com
m

unicate
rankings for 

vulnerabilities internally. use vendor scoring or use a 
blend of your ow

n rationalized rubric 

Inform
ational(No Action Required)

M
oderate

(Action w
ithin 30-days)

Im
portant(Action w

ith 5-days)
Critical(Im

m
ediate Action)



UT ::Response to Cam
pus Com

prom
ises (2019)

93%
of 5,737 Com

prom
ised Users or System

s w
ere Autom

atically Handled 

53 Unique Autom
ated W

orkflow
s Used



UT ::Global Response to Com
prom

ises (10-years)

76%
of 145,729 Com

prom
ised Users or System

s w
ere Autom

atically Handled 

133 Unique Autom
ated W

orkflow
s Used

Autom
ation

5-yr
82%

3-yr
83%

1-yr
95%



UT ::Top Com
prom

ise Autom
ations (10-years)



UT ::Hum
ans are a Huge Target

2017 –
Com

prom
ised Hum

ans 
steadily outpaced Com

prom
ised 

System
s

M
FA has been aggressively 

rolling out

Autom
ation

iskeyto
responding



UT ::Response to Cam
pus Com

pliance (2019)

89%
of 522 Com

pliance Violations w
ere Autom

atically Handled 



UT ::Response to Cam
pusCom

pliance (3-years)

80%
of 1,630 Com

pliance Violations w
ere Autom

atically Handled 



UT ::Response to Cam
pus Vulnerabilities (2019)

95%
of 33,697 Significant Vulnerabilities w

ere Autom
atically Handled 

64
Unique Autom

ated W
orkflow

s Used



UT ::Global Response to Vulnerabilities (3-years)

90%
of 141,906 Significant Vulnerabilities w

ere Autom
atically Handled 

72 Unique Autom
ated W

orkflow
s Used



UT ::Top Vulnerability Autom
ations (3-years)
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Im
pact ::Autom

ated Vulnerability M
anagem

ent
CHOM

P
(Cyber Hunting Orchestrated M

aneuvers Platform
) introduced in 

2019 and
paired w

ith
Panopticon

to
autom

ate vulnerability m
anagem

ent.

W
as a strong factor in the overall reduction of departm

ental system
 

com
prom

ises by 14%
 com

pared to the previous year.  W
e expect a 

stronger im
pact in 2020.



Autom
ation :: G

etting Started

Start w
ith m

ail: com
m

on team
 view

 of things com
ing in 

Incident Creation: ticketing, enrichm
ent, history, context

Notifications: broad tem
plates w

ith specific prefills 

Broaden Response: expand autom
ation to other actions

as netw
ork environm

ent allow
s (quarantines and disables) 



Autom
ation :: G

etting Started
Start w

ith m
ail: com

m
on team

 view
 of things com

ing in 

Incident Creation: ticketing, enrichm
ent, history, context

Notifications: broad tem
plates w

ith specific prefills

Initial w
orkflow

s/ stubs: start w
ith m

ost trusted signals 

Broaden Response: expand autom
ation to other actions

as netw
ork environm

ent allow
s (quarantines and disables) 
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questions
 

Panopticon | Dorkbot
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